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HHceTpyKuus 11t 00y4aomuxcs no odecrneveHuIo nH(OpMALHOHHOI (e30nacHOCTH TIpu
Henosb30oBannn cetu «VIHTepHET» 115l pa3MelleHns B y4e0HbIX KaOHHETaX, B KOTOPbIX
oCyHIecTBJIsIeTCsl JOCTYN B ceTh «IHTepHeT

C KaKIbIM TOJOM MOJIOZIEXKH B HHTEPHETE CTAHOBUTHCS OOJIBIIE, a IMKOIBHUKA OHU 3
caMBbIX AaKTMBHBIX TMOJB30Bareneil PyHera. Mexay TeM, NMOMHMO OTPOMHOTO KOJIHYECTBA
BO3MOYKHOCTEH, HHTEPHET HECeT M MpoOyieMbl. JTa MaMATKa JO0JDKHA [OMOYb TeOe Ge30macHo
HAXOJHUTHCS B CETH.

KoMmnboTepHbI€ BUPYCBI

KOMIBIOTEDHBIH ~ BHpPYC - 3TO  Da3HOBHAHOCTh  KOMIBIOTEPHBIX — MPOrpamM.
OTIMUKTENbHOM OCOOCHHOCTBIO KOTODOM SABJISETCS CIOCOOHOCTh K pasMHOXKeHHio. B
JIOMOJIHEHHE K 3TOMY, BHPYCHI MOTYT IIOBPEIUTH MU IOJHOCTBIO YHHYTOXHTB BCE daitnel u
JAHHBIE, TOJKOHTPOIBHBIE TOJB30BATEI0, OT MMEHH KOTOpOro Oblia 3amyIlieHa 3apaxeHHasd
porpaMMma, a Tak)ke [OBPEIUTh WM [aXe yHHYTOKHTb ONEPALHOHHYIO CHCTEMY CO BCEMH
aitmamu B nenom. B GOTBIIMHCTBE Clly4aeB PacIIPOCTPAHAIOTCS BUPYCEI 9epe3 HHTEPHET.

MeTo/1BI 3aIMUTHI OT BPEIOHOCHBIX ITPOTPAMM:

1. Vicnons3yil COBpeMEHHbIE OTEPALMOHHBIE CHCTEMBl, HMEIOIINE CePhe3HbIH yPOBEHD
3aIIUTHI OT BPEJOHOCHBIX IIPOrPaMM;

2. T[ocTOSHHO ycCTaHaBiWBai mauTH (UMQPOBBIE 3AIIATKH, KOTOPBIC aBTOMATHYCCKH
yCTAHABIMBAIOTCS € LENBIO JOpabOTKM MPOrpamMMbl) U IPYrue OOHOBJICHUSI CBOEH
OIIepaIHOHHOM cucTeMbl. CKauMBal UX TOIBKO C OQHUIHATEHOTO caiita pazpaborurka OC. Eciu
CYIIECTBYET PEXKUM aBTOMATHIECKOrO OOHOBIICHHS, BKIIIOUH €T0;

3. Paborait Ha CBOEM KOMIIBIOTEpE O] IpaBaMH I10JIb30BaTeNd, a HE aIMHUHUCTPATOPA.
D70 He MO3BOJIUT OOJBIIMHCTBY BPEZOHOCHBIX IIPOrpaMM MHCTAIMPOBATBHCS Ha TBOEM
IIEPCOHATTBHOM KOMIIBIOTEPE;

4. Vcnione3yil aHTHBUPYCHBIE NPOTPAMMHbIE MPOTYKTEI H3BECTHBIX IIPOU3BOIUTENEH, €
aBTOMATHYECKUM OOHOBIIEHHEM 0a3;

5. Orpann4b QU3HUECKH JOCTYI K KOMIBIOTEPY I OCTOPOHHUX JIMIL;

6. Vicrionb3yit BHEIIHKE HOCUTEIH HHYOPMAIIMH, TaKHE Kak (Iemka, TMCK Hin daiin u3
MHTEpHETA, TOJIBKO U3 IIPOBEPEHHBIX HCTOYHHKOB;

7. He oTkpblBail KOMIBIOTEpHBIE (aiibl, MOMYyICHHBIC U3 HEHAIEKHBIX HCTOYHHKOB.
Ilaxke Te aiinbl, KOTOPbIE MPHCIAN TBOH 3HAKOMBIA. JIydmne yTOUHM y HEro, OTIPABIIAI JIH OH
Tebe HX.

Cern WI-FI ,

Wi-Fi - 5T0 He BHJ Iepeadn JaHHBIX, He TEXHONOTHSI, @ BCEro b GpeHn, Mapka. Eme
B 1991 roxy HuAepIAHACKas KOMIIAHHS 3aperHCTpUpOBata OpeHI "WECA", uro o0o3Ha4aio
croBocoueranne "Wireless Fidelity", KOTOpBIi epeBOAUTCS KAk ""GeCIpOBO/IHAS TOUHOCTE" .

Jlo Hamero BpeMeHH JONUIAa Opyras abOpeBHaTypa, KOTOpas SBIACTCA TaKOH JKe
texnonorueil. Do a66penuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO IAHO C HAMEKOM Ha CTaHIAPT
BBICIIEH 3ByKOBO# Texuuku Hi-Fi, 4To B mepeBo/ie 03Ha4YaeT "BBICOKAS TOYHOCTB".

Ila, GecIIaTHBIA MHTEPHET-IOCTYN B Kade, OTeNsIX M adpoIopTax sSBIICTCH OTJINYHON
BO3MOYKHOCTBIO BBIXOJA B HHTEpHET. HO MHOTHeE 3KCIEPThI CYMTAIOT, YTO OOIIEJOCTYIHbIE Wi-
Fi cetu He ABIISAIOTCS O€30IIaCHBIMH.

CoBeThI o Ge30MacHOCTH PaboThI B 00IIEOCTYIHBIX ceTax Wi-fi:

1. He mepenmaBaif CBOKO JMYHYIO HH(QOpPMAIMIO 4Yepe3 OOIIENOCTYNHBIC Wi-Fi cern.
PaGoTas B HHX, XKeJIaTeIbHO HE BBOIUTE N1apOJIH JOCTYIIa, JOTUHBI U KAKHUE - TO HOMEPA,




2. Wcnosb3yit 1 OOHOBJISIH aHTHBUPYCHBIC porpamMMpl 1 OGpaHaMayep. TeMm caMbIM ThI
oBe3onacuiib ce0s OT 3aKavuKi BUPYCa Ha TBOC YCTPOKUCTBO;

3. Tlpu HCHOJIb30BAHAH Wi-Fi orxmoun ¢ynkuuto "OOmmi A0CTYI K daitziam  u
npuntepam”. JlaHHas (QyHKIMS 3aKpbiTa MO yMOJTYAHHMIO, OJTHAKO HEKOTOPbIC TO/Ib30BATEIIHN
AKTUBHPYIOT €€ Ui yA00CTBA HCIIONB30BAHM B pabote uin yuede;

4. He mcnonb3yli 1yOnuUHBIHA WI-FI s mepefauy JMIHBIX NaHHBIX, Hanpumep s
BHIXOZA B COLMANBHBIE CETH MM B JICKTPOHHYIO MOHTY;

5. Vcnonp3yil TONBKO 3aIMIIECHHOS COCTMHCHHUC yepes HTTPS, a ne HTTP, t.e. nipu
Habope BeO-aapeca BBOAM MMEHHO "https://";

6. B moOumipHOM TenepoHe OTKIIOHH dysxiuro  "lloaxmoyenne K Wi-Fi
apToMaTHdecku". He jonyckail aBTOMATHHIECKOTO MOAKTIOUEHHST YCTPOHCTBA K CCTAM Wi-Fi 6e3
TBOETO COTJIACHSL.

CounanabHble CETH

COMMATBHBIC CETH AKTHBHO BXOIAT B HAULy JKHU3HD, MHOTHE JIIOAH padoTaroT U KUBYT
TaM TOCTOSHHO, a B Facebook yixe 3aperncTpiaposan MUJUTHAP/ YeTOBEK, UTO ABIACTCA OJTHOH
ce/IbMOM BCEX JKUTENIEH IIIaHETbhL. Muorye [oJb30BaTe/l He MOHMMAKOT, HTO uHpOpMALIHS,
pa3MeIIeHHas UMM B COMUATBHBIX COTAX, MOJKET ObITh HaliJeHa ¥ HCIO0JB30BaHa KeM yrojiHo, B
TOM UHCIIe He 00s3aTeNbHO ¢ OarnMyi HaMEePeHIAMH.

OCHOBHBIE COBETBI 110 GE30TIACHOCTH B COLMABHBIX CCTAX

1. Orpanu4b CIIMCOK apyseit. ¥ 1ebs B ApYy3piX HE JIO/DKHO OBITh ClIy4aHHbIX M
HE3HAKOMBIX JTFOJEH;

2. SammIiail cBOIO YaCTHYIO JKH3Hb. He yxaspiBall napo/id, TeneOHBI, aapeca, AATy
TBOETO POXNKJICHUS M JPYrylo JHHHYIO MHQOPMALIHIO. 3T0YMBILIICHHUKA MOTYT UCIIOJIH30BATH
Javke MEQOPMALHMIO O TOM, KAk Tl ¥ TBOH POIMTEIH [LTaHUPYeTe NPOBECTH KAHUKYJIBL,

3. 3ampmail CBOKO PeNyTaluio - JepiKH e¢ B HUCTOTE 1 sanapail ceGe Bonpoc: xotesl Obl
Thl, 4TOGBI APyTrHe MONB30BATENN BUACH, 9TO ThI sarpyskaetun? Ilogymai, IPekKae HeM HTO-TO
OIyGITMKOBATH, HAMIHCATL ¥ 3arPy3UTh;

4. Fctd ThI TOBOPUIIB C JIFOBMH, KOTOPBIX HE 3HACIIE, HE UCIIOIB3YH CBOE PealIbHOC UM
W JIPYTYIO JTMUYHYEO HHOPMALMK: HMS, MECTO SKHUTEJIBCTBA, MECTO ydeOBbl U IIPOvCe;

5. N3Gerail pasMeIieHus dororpaduil B MHTepuere, rie Tl u300paKeH Ha MECTHOCTH,
110 KOTOPOH MOYKHO OIIPEACTNTE TBOC MECTOIOJIOKEHHUE;

6. [Ipu perucTpaliuy B COLMAILHON ceTH HEOOXOUMO MCIONIB30BATE CJIOXHBIE TIAapOJIH,
COCTOSIIHE 13 OYKB M LH(P U ¢ KOTHYECTBOM 3HAKOB HE MmeHee §;

7. Jlns COMMATBHOM CCETH, TIOYTHI U JIPYIHX caifToB HEOOXOAMMO HCIOJIb30BATh PAasHBIC
naponu. Toraa ecu Tebs B3NOMAIOT, TO 37I0yMBITIIEHHAKH [OJIYHaT JOCTYI TOIBKO K OJIHOMY
MecTy, & He BO BCe cpasy.

JjIeKTPOHHbIE AeHbI'H

JJIeKTPOHHBIE JEHBIU - OTO OHCHD ya00HbI# €11ocod wiarexei, OIHAKO CYUIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOIYIUTH STH ACHBIH.

DJIeKTPOHHbIC JEHBTH MOSBHIMCE COBCCM HeJaBHO U MMEHHO K3-332 5TOr0 BO MHOTHX
| rocyaapeTBax 10 CHX NOp HE IPOIHMCato NpoO HUX B 3aKOHAX.

B Poccuit e oHE QYHKIMOHIPYIOT 1 O HUX yKe IPOTHCAHO B 3aKOHE, TJIe UX Pa3JIeNAdIoT
HA HECKOJIBKO BUIOB - RHOHMMHbIC 1 HE aHOHUMHBIC. Pasyuna B TOM, 4TO aHOHMMHbIE - 3TO T€, B
KOTOPBIX pa3peliaeTcss HpOBOAUTE  ONEpailii Ge3 maeHTH(UKAUM TOIb30BaTeNA, a4 B
HeAHOHHMHBIX HACHTH(QHKAIMSA T0JIb30BATEIS ABIACTCA 00513aTebHOH.

Taxke ClieAyeT pa3auyars dICKTPOHHbBIC duaTHble JeHbIH (PABHbL rocy1apcTBEHHBIM
BAIOTAM) H 3EKTPOHHbIE HeQUATHBIC ICHBIH (He paBHBI TOCYJAPCTBCHHBIM BATIOTAM).

OCHOBHBIE COBETBI 110 6e30macHoH paboTe ¢ HNEKTPOHHBIMA JNeHbraMu.

1. TlpuBsKy K CUYETY MOGHIBHBIH TeledoH. DTO cambli yoOHBLH 1 OBICTPBIA crocod
BOCCTAHOBHMTH JOCTYI K CHUCTY. [IpuBs3aHHblil TenepOH HMOMOXKET, CCIH 3a0yaelb CBOW
[11aTeXKHBIHA 1apoTb UK 3ai1enlb Ha CaflT ¢ HE3HAKOMOTrO YCTPOICTBA;



2. Vcrions3yi ofHOpa3oBble napoi. Ilocie nepexona fa YCHICHHYIO aBTOPH3AIHNIO Tebe
yxke He OyIeT yrpokKarh ONaCHOCTE KpaXKH Wi TepexBaTa MIaTeXXHOTO0 NapoIs;

3. Beibepu cioKHbIH mapoinb. [IpecTynHuKaM Oyaer HE MHpPOCTO yraaathb CJIOYKHBIN
napostb. HajieskHple maposiy - 3T0 MapoIH, KOTOPLIC cozlepiKaT He MeHee 8 3HAKOB M BKITIOHAIOT B
ce6s CTPOUHBIE U TIPONKCHBIC OYKBBI, 1dpbl B HECKOIBKO CHMBOJIOB, TAKHE KaK 3HAK aoJuiapa,
dyHTa, BOCKIHLATEAbHBIN 3HAK 1 T.IL. Hanpumep, $tROng!;;

4. He BBOJIH CBOM JIMYHbIE JJAHHBIC Ha caliTax, KOTOPbIM HE JOBEPACILD.

J/IeKTPOHHAsi 04TA

DIeKTPOHHAS TI0YTa - 3TO TEXHONOTHs ¥ NPEAOCTABIACMBIC 10 YCIIyTH 110 NMEPECHUIKE U
TOJIy4EHHIO DJIEKTPOHHBIX coobIIeHuil, KOTOpBIE paclpeleatoTcs B KOMITBIOTEPHOH CETH.
OO6b14HO 3JIEKTPOHHBIN [OUTOBLIA  SIIIMK  BBINIAAWT  CJICAYIOUIMM o0OpazoM:
¥iMsL_TIONIb30BATENA(@UMSI_AOMEHA. Takke KpoMe Tlepefaud MNPOCTOro TEKCTa, HMMECTC:H
BO3MOYKHOCTH IepeiaBaTh Ghaiibl.

OCHOBHBIE COBETHI TIQ Ge3omacHoit padote ¢ 5IEKTPOHHON MOYTOMH!

1. Hao BBIGpATh MpaBHIIBHBIN MOYTOBBIH CEPBHC. B mHTEpHETE eCTh OrPOMHBIH BBIOOD
GecIUIaTHBIX TTOYTOBBIX CEPBMCOB, OJJHAKO JIy4llIe TOBEPATH TEM, KOTO 3Haelllb U KTO IIEPBBIi B
PEUTHHIE;

2. He yxaspiBail B NTMYHOU IOUTC JIHYHYIO uadopmaimo. Harpumep, JyquIe BBIOpAThH
"My3BIKQIBHBIA_(anat@" umm "pox2013" BmecTo "Temal3";

3. Vcnonb3yil ABYXITAIIHYIO aBTOPHU3ALKIO. JTO KOI[Aa NOMUMO [apojis HYXHO BBOAUTH
KOJ1, IPUCHUTAEMBIH 110 SMS;

4. BeiGepu CNOXHBIH Iapoib. JUs KaXAoro IodToBOro AIMKa JOJKeH OBITh CBOW
HaJICKHBIHM, YCTONUUBEIN K B3JIOMY IapOJlb;

5 Ecu ecTh BO3MOKHOCTH HAIKCATh CaMOMY CBOM JMYHBIA BOIPOC, WUCTOJB3YH OTY
BO3MOXHOCTB;

6. Vcnonb3yll HECKOJIBKO MOYTOBBIX SIIHKOB. [lepBbiil Ui YAaCTHOH MEPENUCKH €
azpecaTaMi, KOTOPbIM Thl JOBEPSCHIb. D70 SIEKTPOHHBIN anpec He HAI0 HCIONB30BATh IPH
perucTpauud Ha GopyMax u caiTax;

7. He oTkpbiBail Gaiyisl U ApYrue BIOKCHAA B nuchbMax, Jake eciid OHM NPHIUIA OT
TBOMX Apy3eit. Jlydile yTOUHH y HUX, OTIPABIIANH JIA OHH tebe 91U Qaiinbl,

8. Tlocite oKOHYaHMsi paboTHl Ha [IOYTOBOM CEPBHCE NEPEJL 3aKPLITHCM BKJIQJIKU C CalTOM
He 3a0y1b HaKaTh Ha "Beith".

KnGepOy 1/IMHT WM BHPTYa/IbHOE H31€BATEALCTBO

KuGepOy/uHr -  IPEC/ICAOBAHUC cOOGIIEHNAMY, COJEPKALMMH  OCKOPOICHU,
arpecCHIO, 3aMyrHBaHKUC; XyIUIaHCTBO; COLMATBHOC GONKOTUPOBAHHE € TIOMOIIBIO PA3THIHBIX
UHTEPHETCEPBUCOB.

OCHOBHBIE COBETHI 10 6OPBOE ¢ KHOEPOYILIMHIOM:

1. He Gpocaiicst B Goi. Jlyuqumi croco6: TTocoBeTOBATLCS Kak cebs BECTH H, CCU HET
TOT0, K KOMY MOJKHO OOPaTHTBCs, TO BHAuajue yCHOKOMTHCS. Ecnu Tbl HauHellb OTBEYaTh
0CKOPOIEHUSIMH Ha OCKOPOJICHHS, TO TOJIBKO CIIE GOJBIIE PAZONIKEIID KOHPIUKT;

2. Yrpaisii cBoeH KuOeppenyTauuen;

3 AHOHHMHOCTH B ceTH MHHMasg. CyLIeCTBYIOT crocoOb!l BBIICHUTBH, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

4. He CTOUT BECTH XyJIMTAHCKHii 00pa3s BUPTYalibHOH JKU3HM. WurepHeT QUKCUPYET BCE
TBOM JEHCTBUS ¥ COXPAHSET UX. Y JaIIHTh X 6yneT KpalfHe 3aTpyXHUTEIbHO;

5. Cobuoait CBOIO BUPTYalIbHYIO Y€CTh CMOJIOAY,

6. IrHopupy# eIMHKHYHbI! HEraTUB. OHOPa30BbIC OCKOPOUTETILHBIC COOOIICHHUS TydIlie
urHOpHpoBaTh. OOBIMHO arpeccus NpeKpamacTes Ha HaualbHOM CTANUH;

7. ban arpeccopa. B nporpaMmax oOMeHAa MTHOBEHHBIMH COOOLUICHUAMH, B CONMAIBHBIX
CeTSIX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIIPABKH COOOIIEHUN ¢ OTpEeACICHHBIX alpeCcoB;

8. Ecnu THl csumeTens kuGepOysnuura. Tsou JedcTBUsA: BBICTYNHTb IPOTHUB
mpecyenoBaTens, MOKa3aTk €My, 4I0 €ro JeHCTBAS OLEHUBAIOTCA HETaTWBHO, MOLICPXKATH




PEN

JKepTBy, KOTOpOM HYyXHA IICHXOJIOTHHECKAA [OMOIIb, COOGIIMTH B3POCIHBIM O  (aKTe
arpecCHBHOTO MOBEJICHHS B CCTH. Y
MoouabHbiii TenedoH

CoBpeMenHble CMapTQOHBI ¥ IUIAHIIETEI cogepkar B cebe BIOJHE B3POCIIbIH
byHKIMOHAT, W TCHepb OHM MOIYT KOHKYPHpPOBaTh CO CTallHOHAPHBIMH KOMIBIOTEPAaMH.
OJ(HAKO, CPECTB 3AIUTHI 1Jis MOTOOHBIX YCTPOUCTB MOKA O4YCHB MAJIo. TecTupoBaHHE U TIOUCK
YS3BUMOCTEH B HUX [POMCXONHUT HE TaK unTeHcHBHO, Kak asi I1K, To ke caMoe€ KacacTes W
MOOUIBHBIX IIPHIIOKCHHH.

CoBpeMeHHble MOOMIbHbBIE Opay3epbl yike MPAKTHICCKU JOrHAIK HACTOJIBbHBIC aHAJIOIH,
ONHAKO pacmupeHHe QYHKIMOHANA BICUCT 33 co6Goii GOBIIYIO CIOXKHOCTb W MEHBLIYIO
3aIIAIIEHHOCTb.

Jlanexo He Bce IPOH3BOAHMTENH BBIIYCKAIOT OOHOBJIEHHS], 3aKPbIBAIOIINE KPUTHYICCKHE
YS3BUMOCTH ISl CBOMIX YCTPOHCTB.

OCHOBHBIE COBETBI J71sl 6€30MacHOCTH MOOUIIBHOTO tenedona:

Hugero He SBJISETCS MO-HACTOSIIEMY O€CIIATHBIM. Byap OCTOpOJXKEH, BEb KOTAA Tebe
Ipe/IaraloT OeCTaTHbI KOHTEHT, B HEM MOTYT GBITH CKPHITHI KAKHE - TO IIATHBIC YCIyIH;

Jlymaii, mpeae 4eM OTIPaBHTh SMS, ¢oTo WX BHAECO. Te1 TouHO 3HAEUlb, I'IC OHH
OyxyT B KOHEUHOM utore?

Heo6x01uM0 0OHOBIISTH ONEPAMOHHYIO CHCTEMY TBOCTO cMmapTOHa;

Kcrnonp3yil aHTHBUPYCHBIC TIPOrPaMMBbI AT MOGHIIbHBIX TEIEPOHOB;

He 3arpy»ail IPUIOKCHUS OT HEH3BECTHOTO HCTOUHHKA, BeIb OHH MOTYT COAEPKAThH
BpEJIOHOCHOE IIPOTPaMMHOEC obecreueHue;

ocie TOro Kak Thl BBIAAEINb C caifTa, r¢ BBOLWI JMYHYIO uHpopMalHIO, 3aliau B
HAcTpPOUKY Opaysepa U yAaln cookies;

TlepuoMdecKy MPOBepsi, KaKhe INIATHBIC yCIyrd aKTHBHPOBAHbI HA TBOEM HOMEpE!
JlaBait cBOW HOMEp MOOHIJILHOTO TeneOHA TOMBKO JIOJAM, KOTOPBIX Thi 3HAcllb M KOMY
noBepsiellb;

Bluetooth nosken GbITh BLIK/IXOUEH, KOT/@ ThI MM HE HOJIB3YCIIBCAH. He 3a0pIBail nHOTIA
IIPOBEPATH ITO.

Online urpsl

CoBpEMEHHblE ~OHNAHH-UIPSl - 9TO  KPACOUHEIC, 3axBaTHIBAIOIINE Pa3BJICUCHHUS,
0GbEMHSIONINE COTHH THICAY YETIOBEK IO BCEMY MHUDY. Vrpoxu UCCIedy T JaHHBIH UM MHD,
OGIIAIOTCA APYT C JAPYTOM, BBITOJHAIOT 3a/I@HMUS, CPAKAIOTCA € MOHCTpPaMH U HOJIy4aroT OIBIT.
3a yJOBOJNBCTBME OHM IUIATAT: MOKYHAIOT HHCK, OILIAYMBAIOT A0OHEMEHT M HPUOOPEeTaroT
KaKHe-TO OTILIMH.

Bce otu cpeiacTBa MAYT Ha IOMAEpXKAHWE M PABHUTHC UIpbl, @ TaKXke Ha camy
6e30aCHOCTE, COBEPIIEHCTBYIOTCA ~CHCTEMBbI aBTOPH3ALMH, BBIIIYCKAIOTCA HOBBIC MaT4H
(¢ pOBBIE 3AIIATKY AT [IpOrpaMM), 3aKphIBAIOTCS YS3BUMOCTH CEPBEPOB.

B Ho0GHBIX HIPax CTOHT OIAcarbCss HE CTOJBKO CBOMX COTIEPHHMKOB, CKOJIBKO KPaKu
TBOEro [apoJisi, Ha KOTOPOM OCHOBAHA CHCTEMa aBTOpH3AIiH GONBLINHCTBA UIP.

OCHOBHBIE COBETHI IO GE30MIaCHOCTH TBOCTO UIPOBOTO aKKayHTa:

1. Ecoiu apyro#l HrpoK BEAET cedsl MI0XO MK CO3AacT Te6e HelpPUATHOCTH, 3a0/10KUpY#
ero B CIIMCKE HIPOKOB;

2. Tloxanylics afMHHECTPaTOpaM WIpel Ha IJIOXOC [OBEJCHHE DJTOTO HIPOKa,
JKeIaTebHO IPHIOKATH KaKhe-TO I0Ka3aTe/IbCTBa B BUIC CKPHHOB;

3. He yka3biBaii THUHYIO HHQOPMAIHUIO B npodaiisie urpsl;

4. VBaxal Apyrux y4aCTHHKOB 110 UIPE,

5. He ycTanapnuBaii HeO(QHIHATbHbIE 1aTIH 1 MOZBL;

6. crionb3yi CII0KHBIE U Pa3HBIC IAPOJIH;

7. Jaxe BO BpeMs HIPBI HE CTOUT OTKIIOHYAatTh ayTusupyc. [loka ThI Mrpaelib, TBOU
KOMITBIOTEP MOTYT 3apa3sHTh.

PUIIMHT WK KPaXKa JHYHbIX JaHHBIX




O6BuHOI Kpakeil meHer M JOKyMEHTOB CErOAHS YXe HHKOIo HC yIWBHUIb, HO C
pA3BUTHEM HHTEPHET-TEXHOJIOTHH « 37OyMBIIIICHHHKH MEPEMECTHINCh B UHTEPHET, 1
IIPOJOJDKAIOT 3aHUMAThCA "MrOOUMBIM" JI€JIOM.

Tak I10SBMJIACH HOBasd yrpo3a: MHTEPHET-MOLICHHHYECTBA HIlH (UIUKHT, [aBHAs Lelb
KOTOPOTO COCTOMT B IOJY4CHHH KOHGHICHIMAIBHBIX TaHHBIX NONB30BaTeNe! - JOTHHOB H
naponeii. Ha aHTIARCKOM S3BIKE phishing uutaeTcs Kax GUIIMHT (ot fishing - peiOHas g0BIA,
password - mapoJib).

OCHOBHBIE COBETHI 10 GOpHOe ¢ QUIIMHIOM:

1. Cremd 3a CBOMM AaKKAayHTOM. ECIM Tl MOAO3peBaclib, 9IO TBOA AHKCTA Obuta
B3/I0MAaHa, TO HeOOXOAMMO 3a0I0KHPOBATH €€ i COOOMIMTh a/IMHHHCTPATOPAM pecypca 00 3TOM
KaK MOXHO CKOpE€;

2. Vicnons3yi GesonacHsle BeO-CaiThl, B TOM YHCIIE, HHTCPHET-Marasutos 1 ITOHCKOBBIX
CHCTEM;

3. Ucnonn3yil CIOKHBIC M PA3HBIC MApOJIH. Taxum 06pazoM, eciy Tebs B3JIOMAIOT, TO
370YMBILIEHHUKH TIOTy4aT JOCTYIl TOJIbKO K OHOMY TBOEMY IpOQUIIO B CETH, @ HE KO BCEM;

4. Ecu Tebst B3IOMAIH, TO HEOOXOTMMO IIPEyTIPE/ITh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
nobaBiieHb! y Te0d B IPY3bsX, O TOM, UTO Te6s B3JIOMATH ¥, BO3MOXKHO, OT TBOETO HMEHHA OyzeT
pacchUIaThCA CIaM 1 CCBLIKU Ha (UIINHTOBBIE CAUTHL;

5. Veranonu nanexHbrit mapons (PIN) Ha MOGHIIBHBIA TenedoH;

6. OTKJIIOUM COXpaHeHHe Napos B Opaysepe;

7. He oTkpsBait (aiinbl ¥ JpYrue BIOKEHHA B IACHMAX, JAXE CCIH OHH TPHLUIA OT
TBOMX Apy3eil. Jlydile yTOUHHU Y HAX, OTIPABISUIA JIK OHU tebe 3T (aisl.

HudposBas pemyranus

[{udpopas peryTaunis - 5TO HeraTWBHAs WX MO3UTHBHAN pHpopMaLMs B ceTd o Tede.
KommpoMeTupyroliasi nHopmaiws, pasMeIleHHas B HHTCPHETC, MOXKET Cephe3HbIM 00pazoM
OTpa3sUTBCs Ha TBOEH PEAbHOM KU3HHM. "lndposas permyTtanus” - 9T0 TBOH MMHIK. KOTOPBIH
dbopmupyetcs 13 HHGOPMALUH O TeOe B HHTEPHETE.

TBOE MECTO KUTEIbCTBA, yueObl, TBOE QUHAHCOBOE MOJIOKCHHC, 0cOOEHHOCTH Xapakrepa
¥ paccKasbl 0 OJNHM3KAX - BCe OTO HAKAIIMBACTCA B CCTH.

MHorue NoAPOCTKH NETKOMBICTICHHO OTHOCATCH K ryGaMKauuy JTHYHOH uHpOpMaluK B
VHTepHeTe, HE TOHUMAasi BOZMOXHBIX nocaencteuit. Thl Jake HE CMOXKEUIb J0I'aaaThes O TOM,
yro doTorpadust, pasMeIleHHas 5 JIET Hazal, cTana IPUYIHON 0TKa3a MPHHATH T¢Os Ha paboty.

KoMMeHTapuy, pa3sMEIleHUe TBOUX doTorpaduii M ApyrHe JEHCTBHS MOIYT HE
MCUe3HYTh HaXe IIOCIe TOro, Kak Thl KX YIAIHIIb. Tl HE 3HAEIb, KTO COXPaHWI 3Ty
uH(pOPMAIIHIO, [IONA]IA I OHA B IOMCKOBBIE CHCTEMBI M COXPAHUIACH JH¥ OHa, a IVIAaBHOE: YTO
MOAYMArOT 0 Tebe OKPYIKAIOIIHE JIOIH, KOTOPBIC HafiayT U yBuasr 9to. Halitn unbopmarmio
MHOTO JIET CIIyCTSl CMOXeET Jro0OH - Kak u3 HO6GpBIX 1O0YX/IEHUH, TaK H C HAMEPCHHEM
[IPHYMHUTE BPell. ITO MOXKET OBITh KTO YTOLHO.

OCHOBHBIE COBETHI 10 3alIyTe HUPPOBOM peryTalyu:

1. Toaymaii, pex/e 4eM 4T0-TO NMyOIMKOBAaTL W NMEPENaBaTh y cebs B Oyiore WM B
~ COLIMAJIBHOM CETH,

2. B macrpoiikax mpodis yCTAaHOBA OTpaHHYCHUs Ha MPOCMOTP TBOCIO npodud 1 ero
COAEPXKUMOTO, CAENAM ero TOJIbKO "t apy3ei';

3. He pasMermmail u He yKaspiBai HHGOPMALMIO, KOTOPAsd MOKCT KOro-1ub0 ocKOpOIATH
yIH O0MKaTh.

ABTOpCKO€ IIPaBO

COBpEeMCHHBIC IIKOJBHUKA - AKTUBHBIC I10/Ib30BATCIH urpPOBOro IMpOCTPAHCTBA.
OXHAKO JATEKO He BCE 3HAKOT, YTO IOJb30BaHHE MHOTMMYA BO3MOKHOCTAMH poBOro Mupa
TpefyeT cOOMONSHN IPAB Ha HHTEIUIEKTYabHYIO CcOOCTBEHHOCTD.

TepMuH "HHTEIICKTyalbHAs COOCTBEHHOCTL" OTHOCHTCS K DPa3NU4HBIM TBOPCHUAM
4eJI0BEUECKOT0 yMa, HadiHas C HOBBIX M300peTeHHH U 3HAKOB, 0603HaYaIOMKUX COOCTBEHHOCTD



Ha TPOAYKTHI M YCIyrH, W 3aKaH4MBas KHHIaMH, dororpadusmMu, KHHODUIBMAMH H
MY3BIKQTBHBIMU IPOM3BENCHUAMHU.  « "

ABTOpCKHE MpaBa - 3TO NPaBa Ha MHTEIUIEKTYANbHYIO COOCTBEHHOCT Ha MPOM3BEACHNS
HAYKH, TUTEPATYPhl U HCKYCCTBA. ABTOPCKUE NPaBa BRICTYNAIOT B KAYECTBE TapaHTHH TOTO, 91O
MHTE/UICKTYaIbHBIH/ TBOPYECKUN TPYA aBTOpa HE OyAeT HANpPAaCHBIM, NacT eMy CHpaBC/UIMBBIC
BO3MOYKHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOErO TPY.a, IONYYHTh U3BECTHOCTD H ITPHU3HAHUC.
Huxto Ge3 paspelleHns aBTopa He MOXKeT BOCIIPOU3BOJUTE €T0 IIPOU3BEACHHUE, pACPOCTPAHATD,
nyOIHYHO IEMOHCTPHpPOBaTh, MPOJaBaTh, MMIOPTMPOBATH, MyCKaTh B MpOKat, nyOIMYHO
ICTIONHSTD, TIOKA3BIBaTh/CIONHATE B 3gupe WK pasMemars B MiHTepHeTe.

Hcnosp30Banne "MIpaTCKoro” mporpaMMHOro ofecredeHus MOKET MPUBECTH K MHOTHM
pHCKaM: OT MOTePH JAHHBIX K TBOMM aKKayHTaM [0 OMOKMUPOBKU TBOETO YCTPOWCTBA, Tae
yCTaHOBJIEHA HeseralbHas nmporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYUIECTBYIOT JIETalibHBIC
¥ GecIuIaTHBIE IPOrPaMMBI, KOTOPBIE MOXHO HAHTH B CETH.

O noprane -

CeTeBHYOK.p( - TBOH TIVIaBHBIA COBETUMK B CETH. 37€Ch Thl MOXCUIb Y3HATh O
6e30MACHOCTH B CETH MOHATHBIM M JOCTYIHEIM S3BIKOM, @ IIPH BO3HMKHOBEHHH KPHTHYECKOH
CHTyalMy OOpaTUTBCA 3a COBETOM. A TaKXe IMPUHATH y4acTHE B KOHKypCax W CTaTh CaMbiM
U POBHIM rPasKIaHUHOM!



HHCTPYKIMSA AJI51 OBYUAIOIUXCS1 Ob UH®OPMAIIMOHHON
‘BE3ONNACHOCTH

HEJIb351

1. BeceM moapsz cooOLiaTh CBOXO YacTHYIO MH(GOpMAaLHIO (HACTOSIIKE UM, dbamunto,
Tese(hoH, apec, HOMEP LIKOJBI, a TaKxke GoTorpadguu cBoU, CBOCH CEMbHU H npy3eit);

2. OTKpHIBaTh BIOKEHHBIE (QaliIbl 3JIEKTPOHHON MOYTH, KOTAAa HE 3HACUIb OTIPABHTEIIS,

3. ['pyGHTh, IPHAMPATHCS, OKa3bIBATh JABICHUE - BECTH CeOsl HEBEKIIMBO U arpeCcCHBHO;

4. He pacropsikaiicss JeHbraMH TBOeH ceMbu 0e3 paspelieHHs CTaplivX - BCEria
CrparmMBai poaUTENEH;

5. He Bcrpevaiics ¢ MHTepHET-3HAaKOMBIMH B DPCAIbHOM JKM3HU - IIOCOBETYHCSA €O
B3POCJIBIM, KOTOPOMY JOBEPSEIIb.
OCTOPOXHO

1. He Bce mumyt npasay. Yutaems o ceGe Henpaay B MHTepHETE - COOOMIH 00 3TOM
CBOHMM POJIHUTEIISIM UM OINIEKYHaM,

2. [IpurnamaroT epenyuchiBaThCs, UrpaTh, 0OMEHUBATBCS - IPOBEPD, HET JIK TI0ABOXA;

3. HesakonHoe konmpoBanue ¢aiinos B IHTepHETE - BOPOBCTBO;

4. Beerzia pacckasbiBaii B3pOCIbIM O Tpo0ieMax B CeTH - OHM BCET/A TIOMOI'YT;

5. Ucronb3yit HacTpoiiku Ge30IacHOCTH ¥ IPUBATHOCTH, YTOGBI HE HOTEPATH CBOH
AKKAyHTBI B COIICETSX M APYTUX MmopTajax.
MOKHO

1. VBaxaii Apyrux I0JIb30BATENIEH],

2. [Tone3yemnes IHTEpHET-UCTOYHUKOM - IeIal CCBIIKY Ha HETO,

3. OTKpBIBail TOJBKO TE CCBUIKH, B KOTOPBIX YBEPEH;

4. OBUIATLCS 3@ TOMOIIBIO B3POCHBIM - POJUTEIH, ONEKYHbl ¥ aIMUHUCTPALUs CAHTOB
BCET/1a IIOMOTYT;

5. Ilpoitmu oOyuenme Ha cailite "CeTeBM4OK" U MOJYyYH DACmoOpT TUGPOBOTO
rpaxjaHuHal



